Application Note
Omron PLC and CX-Programmer

This document guides you through the setup of proprietary vendor specific

software installed on you PC. Your supervisor may provide you with addi-
tional or alternative instructions.

The document consists of standard instructions that may not fit your particu-

lar solution. Please visit our support website for latest revisions of documen-
tation and firmware:

http://www.secomea.com
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Prerequisites for This Guide

The following guide will assist you to setup a remote and online connection to
the Omron equipment placed on the customer site using your Omron CX-
Programmer software installed on your PC.

Prerequisites for this guide are:

®" You have an operational LinkManager installed on your PC with a
GateManager certificate that allows you to connect to the SiteManager
agents.

= You have the Omron software installed.

" You have the Omron device agent installed and configured on the
SiteManager at the remote site, and there is access between the
SiteManager and the Omron PLC.

= A Serial attached PLC (Such as the CJ1M) must be configured with
agent device type Omron / Serial PLC on the SiteManager.

= A network attached PLC must be configured with agent device type
Omron / Ethernet PLC on the SiteManager.

= A USB attached PLC (such as the CP1H) must be configured with
agent device type Omron / USB PLC on the SiteManager. Note that
this connection type requires a SiteManager model with USB support
and minimum SiteManager version 12035 and LinkManager version
12155.

If any of these prerequisites are not met, you should contact the person / de-
partment responsible within your own company or at the company responsible
hereof.

System Overview

The communication path is as follows:

CX-Programmer - LinkManager > GateManager = SiteManager > PLC.
This guide will elaborate on the components marked with bold.

The following system overview depicts a SiteManager 3229 at the customer lo-

cation:

‘j‘USB

INTERNET L4 .
Linkianager

- L Ethernet

'\i . -
W 1) A 2=

®
e _| Serial
Device Programming Software g ® i,
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1. TCP Ethernet Access

The following describes how to connect the Omron CX-Programmer to an
Omron PLC that is attached to a SiteManager via Ethernet. The description
shows a CJ1M, but it could be any Ethernet enabled Omron PLC.

Note: A network attached PLC must be configured with agent device type
Omron/Ethernet PLC on the SiteManager.

1. Locate the agent that represents you TCPI/IP attached Omron PLC

i I LinkManager Console - PH Field Engineer - PC3 | | - B gy - [ Page - GG

Logout | [__Services | [ Sniffer | [__Refresh |

ROOT.demo.Toplevel.EMEA.Denmark.CustomerF. Production Plant 2

E—=— ROOT.demo.Toplevel q" SiteManager <Connect ail> @
»— Americas |- 53" A (SiteManager) - 172.24.2.187 @
E—+— EMEA I {E}" B&R (SiteManzger) - 172.24.2.146

E—~— Denmark — 23" Backhoff CX9000 (SiteManager) - 172.24.2.197 @

|—dh Customera 53" Mitsubishi (SiteManager) - 172.24.2.130
|—dh Customerc d r %3 Omron PLC* (SiteManager) - 172.24.2.122 @
I -& CustomerD e {E}" Phoenix Contact (SiteManager) - 172.24.2.164 6"
El—»— CustomerF — 23" Rockwell Micrologic 1100* (SiteManager) - 172.24.2.120 @
& Production Plant 1 53" Schneider M340* (SiteManager) - 172.24.2.131 @

-& Production Flant 2 - \___:" Siemens MPIbus (SiteManager)

|— 53" Slemens S7-300* (SiteManager) - 172.24.2.129 @
= {E}" Wago* (SiteManager) - 172.24.2.135 e’

2. You will not see any activity on it yet. This only starts when you connect to the
PLC via your project (Make a note of the IP address of the PLC):

[ Disconnect ] [ Logout ] [ Sniffer ]

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF.Production Plant 2

onnects Packets Bytes

Agent Address Status
ok fail =4 rx =4 rx
{E?V @ Omron PLC* 172.24.2.122:80,9600 IDLE u} o o o o o
13600 (udp) IDLE 0 0 0 0 0 0

3. Start the CX-Programmer and open your project.

NOTE: The LinkManager does not allow CX-Programmer to scan for network
attached devices. Therefore you will NOT be able to detect the PLC under the
menu Auto Online = EtherNet/IP Node Online. Neither will you see any ac-
tivity on the LinkManager before you access it with a project where the PLC's
specific IP address is configured.
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4. Double click the CPU icon in the screen “NewPLC[CJ1M] Offline”. Choose the
Network Type “Ethernet(FINS/TCP)”, and select Settings - Driver:

-_Dmrin-Using-UDP - CX-Programmer - [NewPLC1.NewProgram1 [Symbols]]

Fi\e Edit Wiew Insert PLC Program Simulation Tools Window Help
FH Rl |spe|@ o axny(en ot (T EBAR(EEE|
a Q(QR|F|§[EMI|EE|‘““|_|I_4LMHPW | —opaakl x|[B|cmewnn

mMERRBODS &0 el L EEME N |[=s
Change PLC

B ddress [ Yalue | Rack Location | Usage | Cornr
E-% MewProject Device Mame
=B NewPLCI[CILM] OFfiine ﬁNeprm ‘
Symbols
IO Table and Unit Setup Device Type
Settings = ings..
o riimors ’7|DH M _I Settings. ‘
=% Programs Hetwark, Typ
=58 Niw;;;irjgl {a0) IEthemetFlNT] | setings. |
Sectionl
S P EtherMat/IP [USE Port
{F Function Blocks I FinsGatewap =

M- Thru [LISB Port) v

!
Cancel | Help |

Y Praiact} E3] ] | 5]
For Help, press F1 i |NewPLCL{Nek:0, ode:0) - Offline [ fongo(o, oy -100% |

5. Specify the IP address of the PLC and Select OK

Omrin-Using-UDP - CX-Programmer - [NewPLC1.NewProgram1.5ection1 [Diagram]]
I@Fi\e Edit Wiew Insert PLC Program  Simulation Tools  Window  Help

- THEEE R Y

2ot |® o dR(eeE

qqqc\”;—g[aw:mmr”—“mw|—ogﬁﬁ-tl-lxujw@ |22 %0 224
ORFROE & 20 E a0 . >IIIH'JJR!»>I|Jw¥

Change PLC

D evice Narme

Network Settings [Ethernet{FINS/TCP)]

-

E-% MewProject

=1 ED MewPLC1[CIM] Offline
Symbals
@ 10 Table and Unit Setup | py_pucn Driver I

Settings
G Memory -~ Wworkstation Mode Mumber

EI % Pragrams - =
C A Q MewPrograml (00) v Auto-negotiation | 3

3 Symhbols
@ Section P Addess "PUI[ MNumber—

g EnD
ﬂFunct\UnB\Ucl@ e . # .2 2z

ISEUD

ak. I Cancel | Help | _l;l
3

T |

 Project / ESIEI) Narne: | Address or Yalue: Comment:
For He\p, press F1 (il |MewPLC1{Net: 0, Mode:0) - Offline [ [ lrung 0(0, 0) - 100% ]

W0, @
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Click Yes to connect to the PLC via LinkManager:

: Omron-using-TCP - CX-Programmer - [NewPLC1.NewProgram1.Section1 [Diagram]]

[FH File Edit ‘iew Insert PLC Program Simulation Tools window Help

DeH @[S0+ =282 Ak

g et ® o iR (esE

axad[[[EzrEz#Etnrw | —ocoaailx |[Bem(e %
[ErpRfg (s 2rPEE 28 L|v%s S /S|aaranpren||=
=zl o [Program Mame : MewProgrami] |
= % MewProject -
= @;! MewPLC1[CI1M] Offline [Section Name : Sectiont]

Q Symbaols

30 10 Table and Unit Setup
Settings CX-Programmer v9.0
g Memaory

: About to connect ba the PLC,

Programs ' .

: D h ki ld ?

E@ Nemegraml (DD) 0 yOoU wWISh [0 Continue
3 Symbols MewPLC1[CI1M]

5 Sectionl - Ethernet(FINS/TCR)
- B sectionz - IP Addressi172.24.2,122

- Funetion Blocks oo

s
|« | 3

P_'DEEE/ x| Name: | Address or Yalue: | " Comment:
For Help, press F1 ’7 | |MewPLC1{Met: 0, Node:0) - OFfline ‘ | lrung 0(0, 0) - 100% [

In the top menu, select PLC - Work Online:

D g g DEra ectio Diagra m]
@ File Edit “iew Insert Program Simulation  Tools  ‘window  Help = | & x
T T [ " T i il T T T
OB ER[E[E e gy A SR [ AR L [D2]% &
— Auto Online 4 = = = =
s xaa s - pup | —opaaELk||Blem(uws
Cperating Mode 4 T —
(PERROE wue kB a@ss|laaranpuen || as
—— i ram Mame : MewProgram] =
= % NewPraject Compile All PLC Pragrams F7 1=
B} @)Y  Program Check Options... on Name : Sectiont]
3 Symbaols Program Assignments
10 Table and L Memory Alocation »
2] Memory card Transfer 3 :
[y Error log Partisl Transfer g i
~[@) PLC Clack
- Memory Probection 4
=1-%4 Programs Clear Al Memory Areas
=1 MewProgr:
« Edit 3
Change Modsl
Change Communication Settings
- IF Function Blac
L Data Trace... b
Time Chart Monitoring. ..
Farce 3
Set 4
o
|l | >
Froject / =4 Mame: | Address or Yalue: | ~ Comment:
i |NewPLC1(Net:0, Hode:0) - Monitar Made [ n8ms | frongo(o, 0y -100% |
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8. You are now online with the PLC. You can now observe data traffic in the
LinkManager:

[ | LinkManager Console - PH Field Engineer - PC3 l l ﬁ i Eﬂ @ i |_}’ Page

[_Disconnect | [ Logout | [ sniffer |

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF.Production Plant 2

Omron PLC* (S ger) - 172.24.2.122
Connects Packets Bytes
Agent Address Status
ok fail tx = L= =
{E}“‘ e Omron PLC*¥ 172.24.2.122:80,9600 UpP:1 1 n] I 62 62 1,942 3,586 I
19600 (udp) IDLE o] o o o o o
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2. UDP Ethernet Access

The following describes how to connect the Omron CX-Programmer to an
Omron PLC that is attached to a SiteManager via Ethernet.

Note: A network attached PLC must be configured with agent device type
Omron/Ethernet PLC on the SiteManager.

1. Locate the agent that represents you network attached Omron PLC

i I} LinkManager Console - PH Field Engineer - PC3 | | iR B oeh v [hPage v F T

Logout | [, Sewices | [ Sniffer | [__Refrash |

ROOT.demo.Toplevel.EMEA.Denmark.CustomerF.Production Plant 2

B+ ROOT.demo.Toplevel " SiteManager <Connect all> @
» Americas {53 AB (Sit=Manager) - 172.24.2.187 @
E+ EMEA | %" BaR (SiteMan=ager) - 172.24.2.146

B+ Denmark 53" Beckhoff CX9000 (SiteManager) - 172.24.2.157 g
|—dhy Customera 53" Mitsubishi (SiteManager) - 172.24,2.130
% CustomerC di 53 Omron PLC* (SiteManager) - 172.24.2.122 @
% CustomerD | 53" Phosnix Contact (SiteManager) - 172.24.2.164 [}
O+ CustomerF 53" Rockwell Micrologic 1100% (SiteManager) - 172.24.2.120 @
ik Production Plant 1 53" Schneider M340% (SiteMznager) - 172.24.2.131 [}
ik Production Plant 2 &)Y siemens MPIbus (SiteManager)
| 53" Siemens 57-300% (SiteManager) - 172.24.2,129 [}
L 53" Wago* (SiteManager) - 172.24.2,135 g

2. You will not see any activity on it yet. This only starts when you connect to the
PLC via your project (Make a note of the IP address of the PLC):

[ Disconnect ] [ Logout ] [ Sniffer ]

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF.Production Plant 2

Omron PLC* (SiteManager) { 172.24.2.122

pnnects Packets Bytes
Agent Address Status
ok fail x rx x rx
3 @ OmronblC* 172.24.3.173:80,9600 IDLE 0 0 0 o o o
19600 (udp) IDLE 0 o o o o o

3. Start the CX-Programmer and open your project.

NOTE: The LinkManager does not allow CX-Programmer to scan for network
attached devices. Therefore you will NOT be able to detect the PLC under the
menu Auto Online = EtherNet/IP Node Online. Neither will you see any ac-
tivity on the LinkManager before you access it with a project where the PLC's
specific IP address is configured.
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Double click the CPU icon in the screen “NewPLC[CJ1M] Offline”. Choose the
Network Type “Ethernet(FINS/TCP)”, and select Settings - Driver:

““ Omrin-Using-UDP - CX-Programmer - [NLC1 .NewProgram1.5ection1 [Diagram]]

I@Fi\e Edit Wiew Insert PLC Program Simulation Tools Window Help

Dl R(ER [+ be(d|ac ARy (2R [ats(F|Ln hR(8sE|
axad[[[EzrEz#Etnrw | —ocoaailx |[Bem(e %
mEEARES & EEle L] ' = PEEMELYH || =
ange P =
= % MewProject Device Mam =l
= @;! MewPLC1[CI1M] Offline ’7|NewPLC1 ‘
=) Symbols
I Table and Unit Setup Device Typ
Settings CIiM - Setlings.. ‘
G Memory ’7 I —i
S G Programs Hetwork Typ
B @ r\gwpmgraml (00) IEthemet LI Settings...
H s -
Ethemet(FINS /TCP) =
Etherhlet/P =
i} Function Blacks EtherMet/IP [USE Port] 3 oo
FinsGateway |
MS-Thru [USE Port)
INV-Thru [Serial Part) b
Cancel | Help |
|« | 2
' Project / x| Name: | Address or Value: © Comment;
For Help, press F1 |7| iNewPLCl(Net:DJNnde:D) - OFfline ‘ | |rung 0(0,0) - 100% r

in-Using-UDP - ... pa | 0 %, @ 1709

Specify the IP address of the PLC and Select OK.

Click Yes to connect to the PLC via LinkManager:

= Dmrin-Using-UDP - CX-Programmer - [NLC1 .NewProgram1.5ection1 [Diagram]]

Fl\e Edit Wiew Insert PLC Program  Simulation Tools  Window Help
FHR|eR|sme|R|[oc axn% (e st RAR(ESE|
s KaA | sl=mER ‘”“Flfnﬁww | —OQﬁrﬁ—tl—bcHJM@wm'@'l'
______ | =

mERRDSE &% 2 [ EELL u >l||w.'rm»>||]m&
ChangePLC
D evice Mar

Metwork Settings [Ethernet{FINS/TCP)]

-

=i % MewProject
= @;! MewPLC1[CI1M] Offline
53 Symbols
10 Table and Unit Setup
5] Jettings
g Memary —Workstation Mode Mumber————————————————————

= % Programs -
E@ NewPrograml (00) ¥ Auto-negatiation |0 3.
5 Symbals

Metwork  Driver I

- B sectiont P Addess Port Mumber
: END
i} Function Blocks I e . & e ’7 ISEUD

ak. I Cancel | Help |

-
T | _'l_I
 Project / ESIEI) Narne: | Address or Yalue: ’—- Comment: ’_
For He\p, press F1 (i |NewPLC1{Net:0, Node:0) - OFfline [ [ frongo(m, 0y - 100% |
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7. Inthe top menu, select PLC - Work Online:

DS d |k &L
X Q =
mE RO

= % MewProject

=9 Symbols
#7 10 Table and |
Settings
Memary card
(B3 Error log
PLC Clock.
S Memory

- programs

=] @ MewProgre

53 Symhol

TF Function Blocks

Operating Mode
Manitor

[#4] Compile All PLC Programs
Program Check, Options. ..

Memory Allocation

Transfer
Pattial Transfer
Protection

Clear All Memoary Areas

Edit

L pata Trace. ..
Time Chart Monitoring. ..
Force
Set

»
»

F7

o= Omrin-Using-UDP - CX-Programmer - [[Running] - NewPLC1.NewProgram1.Section1 [Diagram]]
I@Fi\e Edit Wiew Insert MEESN Program  Simulation Tools  Window Help

/2y Work Online CTRLHW 5
Auto Opline \ 4

2N a5

14

ram Mame : MewwProgrsm]

ion Mame : Section]

I+]

-

Praoject

|NewPLC1{NeE:0, Node:0) - Monitar Mode

=4l

Marng: Address or Value:! Cornment:

b,s ms

[rung 0/(g, 0) - 100%

8. You are now online with the PLC. You can now observe data traffic in the

LinkManager:

! [ (| LinkManager Console - PH Field Engineer - PC3

secomeq

Y @

[ Disconnect ] [

Logout ] [ Sniffer ]

ROOT.demo.Toplevel.EMEA.Denmark.CustomerF.Production Plant 2

Omren PLC* (SiteManager) - 172.24.2.122

Agent Address

Omron PLC* 172.24.2.122:80,9600

19600 (udp)

Connects Packets Bytes
Status
ok Fail =3 rx =3 rx
IDLE 1 o 247 246 7,876 11,950
uPii 0 0 | 167 167 2.656 5.692 |
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3. Serial Access via Serial Omron cable

The following describes how to connect the Omron CX Programmer to an
Omron PLC that is attached to a SiteManager via an Omron XM2S-09 Serial
cable or Omron CS1W-CN226 cable (for the peripheral port).

Note: A Serial attached PLC (Such as the CJ1M) must be configured with
agent device type Omron/Serial PLC on the SiteManager.

1. Locate the agent that represents you network attached Omron PLC

ke | I LinkManager Console - PH Field Engineer - PC3 I | - (] m |27 Page - "x

secome k l

Logout | [ Semices | [ sniffer | [ Refresh |

ROOT.demo.Toplevel. Americas.Brazil.Customer A

v ROOT.demo.Toplevel @ sM2034-Thewall <Connect all> @
EH—— Americas I Eﬂ" G1: Pro-Face (SM2034-TheWall) - 172.16.15.111
B—v— Brazil |— £%53¥ G1- Pro-Face (SM2034-Thewall) - 172.16.15.111
—&h Customer A |— 633 BackHoff (SM2034-TheWwall) - 172.24.2.197 @
El—+— Canads =l " omron PLC (SM2034-Thewall)
b USA {57 Proface (SM2034-TheWall) - 172.16.15.111 @
E—>— EMEA
E—=— Denmark

-& CustomerA
—dh CustomerC
= -& CustomerD
E—— CustomerF
| Production Plant 1
G -& Production Plant 2

Expand all

2. When connecting the agent, you should see some activity in the tray icon ar-
ea, which is the auto configuring of a virtual serial port. If your SiteManager,
and Omron PLC is correctly attached, you should also see the status of the
agent become OK, and a few bytes of traffic:

[ Disconneact ] [ Logout ] [ Sniffer ]

ROOT.demo.Toplevel. Americas.Brazil.Customer A

Omron PLC (SM20324-TheWall)

Connects Packets Bytes
Agent Address Status ok £ail e = o
\__;’ Omron PLC 172.24.2.11:23 --> 127.0.0.1 UP:1 1 o 2 2 6832 73—|
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3. Now right click the LinkManager system tray Icon, and select Status. Make
note of the Serial port that has been assigned (in this case COMb):

Status

e State: Running
\!‘) Device Mame: LinkManager
Product Mame: LinkManager 6041
Firrmware: We041 10241
Serial Mao: 4100F000001D
IP Address: 10.127.128.129

GakeManager: 130,226,210, 172:80
aM Zonnection; RCOT.demo., Toplevel Americas . Brazil, Customer & 1 Omron PLC (3MZ034-Thetwtall)

Installed routes:
172.24.2.11

Serial port emulation:
COMS: 172,24,2,11:23 1200,7el Mone [COmron PLC]

-

Right click the LinkManager system tray icon again, and select Options. Enter
the number of the COM port you found under status. This will ensure that you
will always get this port in the future.

IMPORTANT: if you change the port you must stop and start the

LinkManager.
 Met Type—
Bubozkark
r.. SOl r_ -'-"'.:"'u"'_'-_i:i
COM port 0 HAT

P —
ITI Cancel ]

Note: You can also force another COM port (e.g. COM2). Just ensure in your
Windows device manager, that the port is not conflicting with an existing COM
port. See Appendix A for info on how to organize COM ports.

4. Open the CX-Programmer and select Auto Online - Direct Online:

File Wiew BZEsS Tools Help
(| E g Ii%Qireu:t Onliner-

Il oy e e
| :'?K. lad, """‘z |

EEERDe
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5. Select the COM port matching the COM port defined in the LinkManager:

Direct Online El

[Goes anline autamatically.
Select connection type and press [Connect] button,

Connection Tepe

Sernal connection
[alzo when using USE-Senal conversion cable]

Senal port of PC
|COM2 -l

|I:EIM1
pz 5 Eﬂﬁ'

(" USE connection

Cannection wil automatically be made ta the PLC connected directly o
the PC wia zenal cable.
It iz not poszible to automatically connect to a CompaotafapdF component.

Connect | Cancel

6. Click Connect, and it will start searching for the proper communication type:

Auto Online{Searching)

PLLC: CS/CIACP Senes
Communication |[COM1,9600,Even,7.2

Settings:
Frotocal; SSRMAL WA

Cancel
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7.

You are now online with the PLC:

o= Untitled - CX-Programmer - [[Running] - NewPLC1.NewProgram1.Section1 [Diagram]]
I@Fi\e Edit Wiew Insert PLC Program Simulation Tools Window Help

DEH R SR e # 2w alae (s
e Qd gz sEREahiruwirw | —osFEEL
DREFROS &0 EE/2Mm5 = | = 2> N

JH . v [Program Mame : MewwProgrami] z

= % MewProject
= % MewPLC1[CI1M] Monitor Mode [Section Name : Section]
53 Symhbols
§ 10 Table and Unit Setup
Settings
Memary card

[y Ervor log Grooriesiietoeeosion i
PLC Clack

@ Memory
=] % Programs
= @ MewPrograml (00) Running
53 symbols
i @ Sectionl
3 Enn

TF Function Blocks

4 | f

PTDiECl/{ x| Mame: Address or Value: Comment:
For Help, press F1 MewPLC1({Net:0,Node:0) - Monitor Mode 0,8 ms lrung 0(0, 0) - 100%

™ Unkitler

[_Disconnect | [ Legout | [ Sniffer_ |

ROOT.demo.Toplevel.Americas.Brazil.Customer A

Omron PLC (SM2034-Thewall)

Connects Packets Bytes
Agent Address Status
ok fail =3 x e rx
g__:" Omron PLC  172.24.2.11:23 --> 127.0.0,1 UP:1 1 o 328 410 9,368 17,927

NOTE: In case you encounter connection or communication problems, refer
to Appendix B, Serial Troubleshooting and Hints.
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4. Serial to USB conversion (Discontinued!)

Serial to USB conversion was introduced in SiteManager firmware version
11234, but has been replaced with true USB redirect support in version
12035. (See next section 5 USB Connection)

The reason for removing the possibility of having a serial connection from
CX-Programmer converted into USB on the SiteManager is that only a few
Omron PLCs would support it properly.

IMPORTANT: If you already have and agent configured with agent device
type Omron/Serial USB PLC and you upgrade to version 12035 or later,
this agent will automatically be set to agent type Omron/USB PLC, and sub-
sequently you must select USB in CX-Programmer as target port. Note that
true USB redirect requires the LinkManager to be upgraded to version 12081
or newer.
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5. USB Connection (CP1H)

In SiteManager firmware version 12035 in combination with LinkManager
12081, true USB support is introduced. The new LinkManager version will,
when connecting to the agent, create a USB controller on the PC that will
perform redirection to the USB port on the SiteManager.

This means CX-Programmer should be configured to use a USB connected
device.

The following steps have been performed with CX-One 4.03 including CX-
Programmer 9.0 and USB drivers already installed on the PC, and a CP1H
PLC. (NB: You can also connect to an Omron G9SP Safety PLC using the
GISP configuration. Refer to the separate guide for this)

1. Locate the Omron USB PLC agent and click on it to establish a connection to
it:

R— (¢ |\

BEvisd § | | GM Login | | Sriffar | | Rafrash
ROOT.PH
H‘EI SiteManagerd2319 <Connect aii> i"
{:"}1-'
E}.r

)" omron USE (SiteManager323a)

Aw all ] | Expand all ] | Refresh |
'.
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2. First time the connection is opened, the "Found New Hardware" Wizard will
pop up. Select to not search for drivers on Windows Update site.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard

Wwindows will zearch for curent and updated sofbware by
looking on wour computer, of the hardware ingtallation CD, or on
the "Windows Update \Web site [with yaur permizsion).

Fead our privacy policy

Can windows connect to Windows Update to search for
zoftware?

() Yes, this time anly
() ez, now and every time | connect a device

@H

Click Mext to continue.

Meut > ][ Cancel

3. Select Installs from a specific location.

Found Mew Hardware Wizard

Thiz wizard helpz yau install zoftware far:

ISE Device Over P

Zi'jl If your hardware came with an installation CD
= or floppy disk. insert it now.

What do you want the wizard to da?

() Inztall the software automatically (Fecommended)

(®)iInztall fram a higt or specihic location [Advanced

Click Mext to continue.

[ < Back ” Meut > ]l Cancel

NOTE: In later LinkManager firmware the text “USB Device Over IP” may
change to reflect the name of device USB driver.
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4. Even though the driver is already installed into the Windows driver store, Win-
dows may not automatically choose to bind it (because it is not WHQL
signed). So select don't search as in most cases In most cases it is necessary
to select the driver manually

Found Mew Hardware Wizard

Please choose your search and installation options.

() Search for the best diiver in these locations.

Uz the check boxes below to limit or expand the default search, which includes lacal
pathz and removable media. The best driver found will be instaled.

(®)Dan't search. | will choose the diver bo install

Chooge thiz option to zelect the device driver from a ligt. Windows does not guarantee that
the driver pou chooze will be the best match for your hardware.

[ < Back ” Meut > ]l Cancel

5. Omron has (incorrectly) classified the PLC USB driver as a USB controller, so
you will find the driver in the section “Universal Serial Bus controllers”:

Found Mew Hardware Wizard

Hardware Type.

Select a hardware twpe, and then click Mest.

Commaon hardware bppes:

@ Smart card readers L
@, Sound, video and game contrallers
< Starage volume shadow copies
= Starage volumes
of System devices
28 Tape drives
ernial Buz contrallers

& Windows CE USE Devices

< Back ” Meut > ]l Cancel
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6. Selectthe SYSMAC device driver

Found Mew Hardware Wizard

Select the device driver you want to inztall for thiz hardware.

Select the manufacturer and model of yaur hardware device and then chick Mest. IF vou
g%b have a dizk that containg the driver pou want taingtall, click Hawe Dizk.

Model
OMROM

& Thiz dnver 15 not digitally signed!

Tell e why driver signing is impartant

[ < Back ” Hext » ll Cancel ]

7. Windows may warn that the driver may be incompatible with the hardware.
Select “Yes” to continue installing anyhow:

Update Driver Warning

Installing this device driver is nok recommended because Windows cannat verify that it is compatible with your
hardware, If the driver is not compatible, vour hardware will not work correctly and wour computer might become
unstable of skop working completely. Do wou want b continue installing this driver?

8. You will get a warning that the driver is not WHQL signed. Select “Continue
Anyway”.

Hardware Installation

' "_\ The zoftware vou are installing for this hardware;
-
OMROM SvSMAC PLC Device

haz not pazsed Windows Logo testing to werify itz compatibility
with Windowes ¥P. [Tell me why this testing is important. |

Continuing your installation of this software may impair
or destabilize the commect operation of pour system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Continue Anyway ] [ STOP Installation |
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9. The driver should now be installed.

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard haz finizhed instaling the software for:

% OMROM SYSMALC PLC Device

Click Finizh to cloze the wizard.

Finizh

10. Optionally, you can verify that the driver started correctly. Open the Device

Manager and look under USB controllers for the OMRON SYSMAC PLC De-

vice:

£} Device Manager

Eile Action Yiew Help

[ EE 20 8 =®Ba

-2 Pl
H Batteries
j Computer
g Disk drives
»é Cisplay adapters
i DVDJCD-ROM drives
{8 Human Interface Devices
(=) IDE ATAIATAPT controllers
2 Keyboards
"y Mice and other pointing devices
j Manitars
H8 Network adapters
& Ports (COM & LPT)
o Processors

T O O O oy O e O O = By R

Syskem devices
Universal Serial Bus contrallers

USE Composite Device
LISE Root Hub
USEJIP Enumerakor

@, sound, video and game controllers

Standard OpenHCD 1USE Host Contraller
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OMRON SYSMAC PLC Device Properties

General |Driver Dretailz

11. Check that Device status says "This device is working properly".

g% g OMRON SvSMAC PLC Device

Device type: driversal Senal Bus controllers

b anufacturer: OMROM

Location: Location 1 [on USE/IP Enurmerator]

Device status

Thiz device iz working properly.

If wou are having problems with thiz device, click Troubleshoot to
gtart the troubleshooter,

Troubleshoot...

Device uszage:

|1z thiz device [enable]

“

] 4 H Cancel ]

connection” and select Connect:

Direct Online &|

Goes onling automatically.
Select connection tppe and press [Connect] buttaon,

Connection Type
f~
| J U=B
; i

Connection will automatically be made to the PLC connected directly to
the PC via USE cable.

Fleaze select '™ 'Serial connection
cable.

s LISE connection

when using USB-Serial corversion

Cancel

12. In CX-Programmer select PLC > Auto Online > Direct Online. Select “USB
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13. Select what you prefer for the next dialog:

CX-Programmenr [5__<|

Do wou wigh to transfer program from the PLE after onlined automatically’?

[ Transfer 10 table and Special Uit Setup

Auto Online(Searching)

Communication  |JSE

Settings: i o N
Pratacal: USE ! ) plaad successhul

PLC: CI2ACPAS) Series .
CX-Programmer ¥9.0 [5__(|

IMPORTANT: If LinkManager status is DOWN:

U r— el

[Disconnect ] [ Logout ] [ Services ] [ Sniffar ]

ROOT.PH

Omron USE (SiteManager3239)
Connects Packets Bytes

Agent Address Stat
e ok fail x rx e rx

’ : (oown]
S Omron USE 135 24.2.57:3240 --> 127.0.0.1 -

In the current LinkManager version, the connection is not automatically re-
stored in case the PLC restarts, or if the cable is un-plugged/re-plugged.

It is necessary to Disconnect and re-establish the connection (first step of
this section).
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6. Ethernet connection via Windows XP under VMWare

You can run the CX-Programmer software inside a VMWare engine, to an Om-
ron PLC that is Ethernet attached to a SiteManager.

From LinkManager version 12155 you can choose to run the LinkManager in-
side or outside the virtual machine. Note that LinkManager can only run inside
VMWare if the host OS is Windows 7 and the PC’s CPU has support for virtual-

ization.

The following illustrates VMWare Player, which can be downloaded from

http://www.vmware.com/support/product-support/player/, and for LinkManager

running outside the virtual machine (i.e. on the host OS system)

1. Locate your Windows XP that has CX-Programmer installed, and enter Edit
virtual machine settings.

Windows XP Professional 2

State: Powered Off
05: Windows XP Professional
Version: Workstation 5% virtual machine
RAM: 1024 MB

@ Play virtual machine

-“ ég’ Edit virtual machine settings
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2. Make sure the Network Adapter settings is set to NAT:

Virtual Machine Settings

Hardware | Options |

Dervice

] Memary

# Processors
{e=IHard Disk (IDE)
(=) cojovD (IDE)
H Floppy

WL Mebwork Adapter
@USB Controller

@Serial Fort:

qurnmary

Device status
1024 MEB = 2L

1 Conneck at power on
8 GE (Preallocated)
Auko detect Mebwork connection

Using drive A: () Bridged: Connected directly ko the physical netwark
MAT

Present

Using part COM& (%) NAT: Used ta share the host's IP address
/O Host-only: & private netwark. shared with the host

Add... ] [ Remaove

Lok ] [ cancel ] |

3. Start the VMWare engine and on the host PC start LinkManager.

4. Follow the procedure of section 2 TCP Ethernet Access or section 3 UDP

Ethernet Access to get access to the PLC via LinkManager
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7. Serial connection via Windows XP under VMWare

You can run the CX-Programmer software inside a VMWare engine, to an Om-
ron PLC that is Serial attached to a SiteManager.

From LinkManager version 12155 you can choose to run the LinkManager in-
side or outside the virtual machine. Note that LinkManager can only run inside
VMWare if the host OS is Windows 7 and the PC’s CPU has support for virtual-
ization.

The following illustrates VMWare Player, which can be downloaded from
http://www.vmware.com/support/product-support/player/, and for LinkManager
running outside the virtual machine (i.e. on the host OS system)

1. Follow step 1-3 of section 3 Serial Access via Serial Omron cable on page
11. This will create a COM port even if the PC does not have a physical COM
port.

2. Locate your Windows XP that has CX-Programmer installed, and without
starting it, enter Edit virtual machine settings.

Windows XP Professional 2

State: Powered Off
05:  Windows XP Professional
Yersion: \Workstation 5.x virtual machine
RAN: 1024 MB

@ Play virtual machine

‘“ é"?"' Edit virtual machine settings
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3. Add Serial Port to the Hardware list (if it does not already exist).

Virtual Machine Settings

“Hardware | Options |

B Processors 1 Hardware Type

(=) COyDVD (IDE) Auto |
Floppy Usingl  Hardware
Network Adapter MAT (e Hard Disk,
@USB Controller Prese 'E)CDID\-'D Dive
El Floppy Drive
Network Adapter
@USB Contraller
@Zl Sound Card
@Parallel Part
ork
@Generic S5 Device

I_:)ewce 2 Add Har dware Wizard __'
%* Memarsy 1024

(= Hard Disk (IDE) 6B ‘what bype of hardware do wou want to install?

Explanation
Add a serial port,

l Mexk = I Cancel

~

[ Add... J[ Remove ]

L OF, ] [ Cancel ] [ Help ]

4. Select “Use physical port” (Even though LinkManager makes a virtual COM
port, VMWare sees it as a physical port)

Add Hardware Wizard
Serial Port Type

What media should this serial port access?

Serial port

(%) Use physical serial pork on the host b
() Qukput: to File
() oukput bo named pipe

< Back, ]l MNext =

l [ Cancel
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5. Set the port to the COM port used by the LinkManager (see section 3. Serial

6.

Access via Serial Omron cable)

Virtual Machine Settings @
Hardware | options
. Device status
Device Surmmary
— il ted
% Memary 256 ME Hnnecte
8 Processars 1 [¥] Comnect at power on
fiHard Disk (IDE) 4GB )
(S)COjDVD (IDEY  Using drive F: Connection
B Floppy Using drive &: [ @) Use physical setial port: ]
E' Metwork Adapter MAT [COMS - ]
@USB Controller  Present | Ao detect (COM3]
@-' Sound Card Auto detect -
@ serial Part Using port COM3 <o CE———
") Use named pipe:

If VMWare does not allow you to add a Serial port, it may be because the PC

does not have a physical Serial port.

Press OK twice, and select the Select Finish and OK, Start the VMWare
WindowsXP image, and start the CX-Programmer software.

Follow the procedure described in section 3 Serial Access on getting access

to the PLC via LinkManager.

Note: VMWare will typically make the physical COM port of the host system
(e.g. COM3) appear to the virtual OS as COM1. You should configure the CX-
Programmer to use the port of VMWare (COM1) and not the physical port of
the host system (COM3) that is used by LinkManager.

7.1. Startup order of
Programmer

VMWare,

LinkManager and CX-

If you have already preset a COM port in LinkManager as well as in
VMWare, the startup order would be irrelevant. You can stop and start the
components individually.

If you encounter problems, or you have changed the COM port setting of
LinkManager it is recommended to do the following:

1.

2
3.
4

Start LinkManager.

Stop the VMW are engine.
Stop LinkManager completely.

Connect to the Serial PLC and check the assigned COM port under Sta-

tus (by right-clicking the LinkManager tray icon)

Check the COM port settings of the Virtual Machine Settings of the Win-

dows image with the CX-Programmer software.

Start the VMWare image.

Start CX-Programmer and connect to the PLC
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8. USB connection via Windows XP under VMWare

You can run the CX-Programmer software inside a VMWare engine, to an Om-
ron PLC that is USB attached to a SiteManager.

Important: LinkManager must run inside the virtual machine also and must be
version 12155 or later. Note that LinkManager can only run inside VMWare if
the host OS is Windows 7 and the PC’s CPU has support for virtualization.

The following illustrates VMWare Player, which can be downloaded from
http://www.vmware.com/support/product-support/player/, and for LinkManager
running outside the virtual machine (i.e. on the host system)

5. Locate your Windows XP that has CX-Programmer installed, and enter Edit
virtual machine settings.

Windows XP Professional 2

State: Powered Off
05:  Windows XP Professional
Yersion: \Workstation 5.x virtual machine
RAN: 1024 MB

@ Play virtual machine

* é"?" Edit virtual machine settings
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6. Make sure that USB Controller has been added as Hardware component:

Wirtual hachine Settings @
Hardware | Options
Device Summary -ennections
W emory 512 ME [~ Enable high-speed support For USE 2.0 devices
[ Processars 1 Automatically connect new USE devices
AHard Disk (IDE) 4 GB (Persistent) Show all USE input devices
“JCDJDVD (IDE) Auto detect [ share Blustooth devices with the virtual machine
Floppw Using drive A:
ElNetwork Adapter  MAT
S Controller  Present ——
@) sound Card Auto detect
m Serial Port Using port COMS
add... ] [ Remove
[ (o4 ] [ Cancel ] [ Help ]

7. Start the VMWare engine and the LinkManager inside the VMWare engine.

8. Follow the procedure of section 5 USB Connection (CP1H) on page 16 to get
access to the PLC via LinkManager
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Appendix A, Organizing COM ports in Windows

Clean up Windows Registry for redundant COM ports:

You may experience that older versions of the Omron software require a lower
COM port number. In case your PC assigns a COM port of e.g. 13, it may be
due to previous installs of virtual COM ports from in relation to installation of
other programs.

You can clean your PC for redundant COM ports in Windows registry:

1. Open regedit (Start > run > Regedit)

2. Navigate to:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ControA\COM
Name arbiter
In the ComDB set all values to 00

4. Restart your PC

Enable LinkManager to use COM1:
If you prefer the COM port to be COM1.:

Even if no COM ports are installed on the PC, Windows will never assign a
COM port lower than COM3 to the LinkManager. You therefore have to do the
following to force LinkManager to use COM1:

1. Open Windows Control Panel &> System - Hardware - Device Manager
- Ports (COM & LPT).

2. If there already are physical COM ports listed, you must re-assign the port
numbers to free up COM1.

Right click a COM port and select Properties = Port Settings - advanced
Change the COM port number in the drop down list.

Restart your PC.

Right click the LinkManager system tray icon and select Options.

Enter 1 in the COM port field.

o 0k~ w

MHet Type
I i
COM port 0

1
k. | Cancel

7. Stop and Start the LinkManager and start the Serial agent.
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Appendix B, Serial Troubleshooting and Hints

Typical serial communication problems

If you experience problems with communication loss during transfer etc., it may
be due to the CX Programmer trying to negotiate a high speed without flow con-
trol. This can be problematic, especially with slow lines (2G connection).

Try changing the parameters of the PLC and CX programmer to use a lower
baud rate and use of flow control, e.g. 9600 8N1.

Also you may try to change the timeout to e.g. 10 seconds and decrease the
package size to e.g. 260 bytes.

Please refer to your Omron documentation for details on changing these set-
tings in your Omron hardware and software.

Special Serial Agent settings

If you experience problems connecting to your Serial Omron PLC, it could be
due to your Omron PLC being configured with some special settings.

You could therefore try to alter the serial settings under Parameter Details for
the agent in the SiteManager.

#55 ||OmronSarial Ormron =] serial PLC  [iw]

There are two settings that may be relevant.

Serial "OmronSerial” - Omron Serial PLC Agent

Note that the same Omron XM25-09 serial cable for connecting a PC to a Omron PLC must
be used for connecting the SiteManager to the PLC.

Refar to the Quick Guides on wwar.secomea.com for more info on setting up CX-Programmer
to connect via LinkManager.

Address on LinkManager:
Baud Rate:

Data,Parity,S5top:

Use CPM compatibility mode: ’__'
Use hardware flow-control: [

Enable Go To Appliance Service (omser): ||

Save | Back | | Serial == | | Monitor .'.b}l

The CPM compatibility mode setting, forces serial settings to 9600/7e2. This
may solve problems connecting to CPM1 or CJ2M Serial PLCs (and maybe
others)

The Use hardware flow-control option may in some cases solve a problem
with CX programmer reporting a communication error when shifting between
going Offline and Online. Forcing hardware flow-control may have a positive ef-
fect on this. Note that if this does not solve your problem, it is recommended to
disable it.
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Serial communication through the “peripheral port”

If you are experiencing trouble with the auto-search function, it might be due to
speed-setting-negotiations between the SiteManager and the PLC'’s peripheral

port (using the Omron CS1W-CN226 cable).

To avoid this, you need to manually tell the project which protocol to use, before

connecting to the PLC.

1. Create a new project (or open an existing one), and right-click on the pro-

jects name, and select change:

= Lintitled - CX-Programmer - [NewPLC1.NewProgram1.5ection1 [Diagram]]
@ File Edit View Insert PLC Program  Simulation Tools ‘Window Help

Mame : MesvProgram]

MewProject &
work Online
ERana jepC 1[C11M] O [

2 Symbls
§7 10 Table and Ur S work Orline Simulator

Mame : Sectiont]

Seftings
@ Memory H
= % Programs N ¥

= @ NewPrograr Operating Mode

% Symbolz

5 Section]

@ END Memory Allocation *

IF Function Blocks | ] Compile 4l FLC Programs

# Yalidate SymbolsaLL)
Transfer »

B@ Compare Program...

DEH @RISR & BET TR a8
S
o BB R Changs... < ee— 5
Insert Program » _

¥ cut -
Copy E
FPraject / ame; Address or Value: mment:
BHide Delete et:0,Mode:0) - Offline

2. Select Toolbus in network type, and click Settings

DEEd th &M@ &8 #hELSE RR? A D8 &
a4 s
Sl KN Change PLC X
= E M ﬁ' g s Device Mame —

I C1

= % MewProject

= B0 NewPLC1[CILM] OFfline Devica Type
22 Symbls ‘CJ‘IM j Setlings...
@ 10 Table and Unit Setup
Settings Network Type
s
Toolb -
= % Programs ‘ oobus J =

= ‘«a MewPragraml {00)
5 Svmbols
B Sectiont Comment

[ )

TF Function Blocks

ak | Cancel | Help

Prniect/ (3] Name:
MewPLC1(Met:0,Mode:0) - OFfline

For Help, press F1

Address or Yalue:

mment:
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3. Click on the tab Driver, and make sure “Baud Rate Auto-Detect” is turned
off. Select the proper speed to communicate via serial (usually 19200)
and click OK and OK.

% Untitled - CX-Programmer - [NewPLC1.NewProgram1.5ection1 [Diagram]]
File Edit Wiew Insert PLC  Program  Simulation  Tools window  Help

DEE[RISR| s 2E |0 (AT 2R (650 |®[L 0 |nlkE|esa|
s K aQ [z

Change PLC

E--% MNewProject
= MewPLCA[CI1M] OFflin
% Symbals
7 10 Table and Urit
. Settings

Connection————————————— Data Format

Memary Part Name: ICDMT A Data Bits: IB 'I

EI % Prograrns

=G hewprogram1 BaudRale [13200 ~ Parity: Jrone =]

@ EMD rﬁd FRate Auto-Detect Stop Bits: I 7 - I
Q:F Function Blocks
\ Make Default

|
x| I _'I_I
Proiect# - Lancel LD | s ar Yalue: ,7 mment:
For Help, press F1 ’7| |NewPLC1(Net:DJNUde:D) - Ofﬁine | | ’?I
After this, you should be able to connect to the PLC.
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Notices

Publication and copyright

© Copyright Secomea A/S 2008-2012. All rights reserved. You may download
and print a copy for your own use. As a high-level administrator, you may use
whatever you like from contents of this document to create your own instruc-
tions for deploying our products. Otherwise, no part of this document may be
copied or reproduced in any way, without the written consent of Secomea A/S.
We would appreciate getting a copy of the material you produce in order to
make our own material better and — if you give us permission — to inspire other
users.

Trademarks

SiteManager™, LinkManager™ and GateManager™ are trademark of
Secomea A/S. Other trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we cannot guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

E-mail: sales@secomea.com
WWW.Secomea.com
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